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Abstract

This project aims to design and develop a source code security analysis tool (Static
Application Security Testing: SAST) called CodeGuard to enable software developers and students
to detect security vulnerabilities in source code locally on their own machines, without uploading

code to external servers.

The proposed system supports scanning source code from folders, single files, and GitHub
repositories. It employs both regex-based analysis and Abstract Syntax Tree (AST)-based structural
analysis, and introduces a rule system defined in YAML files, organized according to the OWASP Top

10. The tool supports multiple programmming languages through a plugin-based architecture, and
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provides a graphical user interface (GUI) that presents scan results in the form of a dashboard, scan

history, and detailed vulnerability views, as well as the ability to export reports in HTML format.

Experiments using sample code and small projects show that CodeGuard can detect risky
code patterns according to the defined rules and present the results in a way that is easy for users
to understand. Overall, the developed system makes preliminary source code security assessment
more convenient and faster, and is suitable for supporting both practical work and computer science

education effectively.

Keywords: Static Application Security Testing (SAST), source code security analysis, OWASP Top 10, regex-based
analysis, Abstract Syntax Tree (AST), plugin-based architecture, CodeGuard




